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Good morning, Chairman Bachus, Ranking Member Sanders, and distinguished
members of the Suboommittee on Financial Institutions and Consumer Credit. Thank
~ you for inviting me to speak with you today on the important issue of security breaches
and protection of personal information. My name is Julie Brill, and | am an Assistant
Attorney General for the State of Vermont. | have been working in the cohsumer
proteotion arena in Vermont for 14 years, speciatizing in privacy and data security
issues, among other things. In addition, | am chair of the National Association of
Attorneys General Working Group on Privacy, and chair of the National Association of
_ Attomeys General Working Group o.n Credit Reporting. In these capacities, | have o
worked with the National Ass_ociatioh of Attorneys General on numerous nationa!ﬂis’sues
telating to privacy, security breaches and data secutity, including comments 'to. :
| Cortgress and'\tariOUS fede'ra.l agehcies. | testify this mornihg on behalf of th'ebhlati'onal
Association of Attorneys Gehera:l as well as Vermont Attoney General William H.
Sorrell. |

There have been reports of over 118 data leaks this year which taken together
h'ave'aﬁected 57 million consumers in the United States.! The secunty breaches have
exposed mllllons of consumers to potentlal identity theft, a sericus and rapldly growmg |
crime that now costs our nation over $50 billion per year. Rapid and et"fectlve notlce of
a securlty breach is an lmportant flrst step to limiting the extent of harm that may be
caused by theft of personal lnformatlon As a result of Cailfomla S 1nnovative state Iaw

now adopted by 21 addltlonal states the public has become aware of these numerous

! See Choicepoint's 2005 Disclosures of US Data Incidents, available at
http://www. privacyatchoicepoint. com/common/pdfs/Datadisclosures2005.pdf .




data leaks.? State security breach notification laws have provided consumers with vital
information about unauthorized access to their personal information, so that the affected :
‘consumers can take precautions to ensure that they do not become victims of identity

| .t_heft, or that any‘harm they experience as a victim of identity theft is minimized.

The National Association of Attorneys General is gratified that this Committee is
considering' legislation to create a federal security breach notification law modeled on
state laws. The issue is of such importance that just two weeks .ego, 48 State |
lAttorneys (General set forth their views on the appropriate contog rs of e.riy fedefal law in
aletter to the Congressional leadership. 3 The letter is attached to my written testlmony
and dated November 7, 2005, to reflect all signatories to date.

‘In their letter, the Atiorheys General call on Congress to enact a strong federal
security breach notification law that provides meaningful Enfermatidn about data leaks to
| consum'ers.h If-C'o‘ngress is unable fo enact a strong notice law, then fhe 'Atto'rr'\eys" B
'Generai suggest that Congress leave the issue to the states, which have respdhded
- rapidly and'stro‘ngly to the problems presented by security breaches.

The Attomeys General believe an effective federal security breach notific‘artion’ "

law would contain the following elements.

2 The following states have enacted security breach notification laws: Arkansas, Callforma Connecticut,
Delaware, Florida, Georgia, lilincis, Indiana, Louisiana, Maine, Minnesota, Montana, Nevada, New
Jersey, New York, North Carolina, North Dakota, Ohio, Rhode Island, Tennessee, Texas and
Washlngton

® The original letter, dated October 27, 2005 was signed by the Attorneys General of Alaska Arlzona
Arkansas, California, Colorado, Connecticut, Delaware, District of Columbia, Georgia, Hawaii, Idaho,
llinois, lowa, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota, MISSISSIppI
Missouri, Montana, Nebraska, Nevada, New Hampshire, New Jersey, New Mexico, New York, North’
Carolina, North Dakota, Northern Mariana Islands, Ohio, Oklahoma, Oregon, Pennsylvania, Puerto Rico,
Rhede Island, South Carolina, South Dakota, Tennessee, Texas, Utah, Vermont, Washington, West
Virginia, Wisconsin, and Wyoming. The Attorney General of New Mexico joined the letter a few days after
it was orlglnaily sent. The letter is now dated November 7, 2005.




The federal law shoﬁ[d broadly define “s'ecurity breach” as unauthorized
acduisition.of or access to computerized, paper or other data that _l
compromises {he security, confidentiality, or integrity of personal
information maintained by the person or business. There shouid be no
additional requirement that the breach entail actual harm or a meésure of
risk of harm_. |
In the event .tﬁat Congress decides to consider the concept of harm in
addition to the unauthorized acquisition of personal informétio_n before
| nétice would be required, the "harm” element should be an exce.btion, not
a.trigg.er,' in order to make it plain that a notice must be given in the
'ébsende of s'uffi"c':'ieri't 'ihfofmatioﬁ. Security breach notices should b.e , --
_prcj_vided to'l' consumers unless there is no risk of harm.or misuse of
p.érsonal information resulting from the breach.
Thé b_réached entity should be required to consult with Iaw.enforc_:ement;
and receive an affirmative response that there is no risk of harf or misuse
| of‘personal inforfnation'from the breach before the “harm""éXception would
. apply. |
All entities, incl‘uding financial institutions goverhed undéf' ti‘jel Gramm-
Leabh-BIi!ey, s.hould be covered.
Thére éhould :bé no ;‘ffaud monitoring"rexception, éspeqiainlyh Wit,h feé;iiéct
fo comprdm.ised'infiormatio‘n relating to debit card, bank ac_count'and other

non-credit card account information.



The Attorneys General believe that Congress should ensure that the federal
security breach notification law can be enforced by fhe State Attorneys General in state
“or federal court. Federal regulators like the Federal Trade Commission requife
- assistance from local law enforcement in many areas affecting consumers, including
felemarketing, credit reporting, and general unfair and deceptive practices. State
Attorneys General are currently involved in investigating security breaches, and.
Congress should ensure that the Aﬁorneys General continue to protect éonsumers in
this important area.

Lastly, but most importantly, the Attorneys General urge Congress not 0
preempt state security breach notification laws. In the event that Congress 6on's'ider.é:'
preémptidn of state laws in this area, sucﬁ'preemption shouldr be narrowly tailored so
that only state laWs that are “inconsistent” with the federal law are affected, and then
“only to the extent of the indoﬁsistency”. The federal law fn‘ay govern the timing,
rﬁanner and content of security breach notification laws, but should not interfere with
state laws addrejssing notices to be provided by entities not covered by the federal _Iai(v
or the consequences of security breaches.

Thank you for giving me this opportunity to testify on this important sﬁbjéct. I. will

be héppy to answer questions.
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Dear Congressional Leaders:

We, the undersigned Attorneys General, applaud the cfforts of the various
committees in Congress which are considering enactment of a national security breach
notification and security freeze law. Over the past year, the public has become aware of
numerous incidences of security breaches, exposing millions of consumers to harm,’
including potential identity theft, a serious and rapidly growing crime that now costs our -
nation over $50 billion per year. The issues under consideration by you and your
members could provide critical assistaﬁce -to identity theft victims in our states and

~ throughout the nation.

Tb assist your efforts, we offer the following comments, representing our views

on certain critical issues relating to your consideration of security breach notification and



security freeze legislation.

1. Enact a strong security breach notification law

We call on Congress to enact a national security breach notification law that will
- provide meaningful information to consumers. If Congress is not able to enact a strong
- notice law, it should leave the issue to state law, which is respon-dingr strongly. Rapid and
effective notice of a security breach is an important first step to limiting the extent of
- harm that may be caused by theft of personal information. The Federal Trade
Commiésion (FTC) reports that the overall cost of an incident of identity theft, as well as
the harm to the victims, is significantly smaller if the misuse of the victim’s persoﬁal _
information is discovered quickly. For example, when the misuse was discdyered within
five months of its onset, the value of the damagé was less than $5,000 in 82% of the
* cases. When victims did not discover the misuse for six months or more, the value of the
damage was $5,000 or mbre in 44% of the cases. In addition, new .accounts were opened
in fewer than 10% of the cases when it took victims less than a month to discover that
their information was being misused, while new accounts were opened in 45% of cases
when six months or more elapsed before the misuse was discovered.

The public has become aware of the numeroﬁs incidences of security breaches
over the past year as a result of California’s security breach notiﬁcgtion laws, which went
into effect on July 1, 2003. These laws require businesses and California public
institutions ‘to notify the public g.bout any breach of the security of their computer
information 'system where unencrypted personal information was, or 1s reasonably
believed to have been, acquired by an unauthorized person.

The public has become so concerned about security breaches and their potential



role in the increased incidence of identity theft that 21 additional étates have enacted
security breaéh notification laws ovér the past year: Afkansas, Connecticut, Delaware,
Elorida, Georgia, Illinois, Indiana, Louisiana, Maine, Minnesota, Montana, Nevada, New
Jersey, New York, North Carolina, North Dakota, Ohio, Rhode Island, Tennessee; Texas,
and Washington. | | |

We urge your commiitee to enact a meaningful federal security breach
nbtiﬁcation provision that is at least as protective of consumers as California law. | A
ﬁeMngﬁI federal security breach notification law would, in our view, broadly define
what constitutes a security breach and the notice reduirements in order to give consumers
a greater level of protection. For example, “security breach” should be broadly defined
as “unauthorized acquisition of or access to computerized or other data that compromises |
the security, conﬁdentiélity, o r integrity of personal information maintained by the person
or business.” We also believe that the standard for notification should be tied to whether
personal information, whether in electronic or paper form, was, or is reasonably believed
to have been, acquired or accessed by an unauthorized person, rather than a standard that
includes an additional requirement that.the breach enfail actual harm or a measure of risk -
of harm. Standards that require additional proof by a tiQ to harm or to a risk of harm
place the bar too high. It is extremely difficult in most cases for a breached entity to
~ know if personal data thaé has Eeen acquired from it by an unauthorized person will be
* used to commit identity theft or other forms of fraud. It is certain, however, that creating .
an additional tri gger requirement rélating to proof of risk will result in fewer notices than
consume;'rs nov? receive under many state laws. We note that the majoﬁty-of states that

have enacted security breach notification laws — California, Georgia, Illinois, Indiana,
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Maine, Minnesota, Nevada, New'York, North Dakota,_ Ohio, Rhode Island, Tennessee,
and Texas — do not require any additional trigger requirement before hotice about a
breach is required to be given to affected consumers.

In the event that Congress decides to consider the concept of harm in addition to
the unauthorized acquisi_tion of personal information in the context of security breach
notification, Welurge Congress to cast this element as an exception, not a trigger, in order
to make it plain that notice must be given in the absence of sufficient information. Such
an exception couid contain the following provisions: (.1) security breach notices must be
provided to consumers unless there is “no risk of harm or misuse of personal
information” — not “no risk of identity theft” — resulting from the breach; (2) security
breach notices must be provided to consumers in the event that it cannot be defermined
whether or not there will be ar risk of harm er misuse of personal information; (3) the
breached entity should be required to consult with law enforcement and reccive an
affirmative then response with respect to the determinatio_n that there is no risk of harm
- resulting from the breach; and (4) e.ny determination by law enforcement that there is “no
risk of harm or misuse of personal information” should be made in writing and filed with
both the FTC and with the State Attorney General from the state in which the breach
occurred. |

In addition to an acquisition-based notification standard, we believe that an
effective federal security breach notification law should have the following additional
provisions:

e - Coverage of all entities, including financial 'i_nstitutions governed by the Gramm-

Leach-Bliley Act. Financial institutions, which may hold very sensitive data



about consumers, should not be subject to a lesser standard for giving notice

under their regulatory guidelines than other entities are held to by statuie.

Inclusion of the following as “personal information” that, if acquired or accessed

" by an unauthorized person, would trigger notification: an individual's first name

or first initial and last name, or the name of a business, in combination with any

one or more of the following data elements, when either the name or the data

element is not encrypted:

Social Security number.
Driver's license number or government-issued identification number.

Account number, credit or debit card number, alone or in combination

~with any required security code, access code, or password that would

permit access to an individual's financial account.

A unique electronic identification number, email address, or routing code

alone or in combination v-vith any required security che, access code, or
password. |

Unique biometric data such as fingerprint, voice print, a retina or iris
image, or other unique physical representation.

Home address or telephone number.

Mother’s maiden name.

Month and year of birth.

Such othef information as the FTC rhay add by regulation.

Notification provisions that would, at a minimum, provide the following notices

to consumers: individual notice by mail or by email if the consumer has



consented to emaﬂ in a manner consistent with the requirements of the Electronic
Signatufes in Global and National Commerce Act; substitute notice, if permitted
at all, could Be an option only when more than 500,000 consumers a;re affected
and should require publication on a website and in major statewide of national
news media.

e No “fraud monitoring” exemptions, especially when the compromised
information relates to a debit card, bank account, or other non-credit account.

2. Enact a strong federal security freeze law.

| We also call on angress to enact a strong federal security freeze law. The 2003

amendments to the federal Fair Credit Reporting Act. gavc_ consumers the right to place a
“fraud alert” on their credit reports for at least 90 (iays, with extended alerts lasting for up
to SéVen'yeafs in cases where identity theft occurs. Several states have enacted stroﬁger-
‘measures to assist consumers in combating the rapidly escalating outbreak of seéurity
breaches. Five states — Cdlifomia, Louisiana, Texas, Vermont, and Washington — already
allow consumers to place a “security freeze” on their credit report. A security freeze
allows a consumer to control who will receive a copy of his or her credit report, thus
making it nearly impossible for criminals to use stolen information to open an account in
| the consum_er’é name. Security freeze provisions will become effective in the next
several months in the foliowing additional seven states: Colorado, Connecticuta [linois,
| Majne, Nevada, New Jersey, and North Carolina.

We believe thafc security freeze laws that give all consumers the right to use a

freeze as a prevention tool are one of the most effective tools available to stop the harm

that can result from data heists. If Congress is inclined to create a federal security freeze



law, we urge Congress to make such a law meaningful by modeling it on the best
ﬁrovisions n compara_ble state laws, including:
e Creating a security freeze that is available to all consumers at no fee or a
low-capped fee.
¢ Banning fees for victims of identity theft who have a police report or FTC
affidavit, seniors, Veterans; and persons who receive a notice of sécurity
breach. | |
e Allowing consumers who choose to implement a freeze to also have the
ability to selectively or temporarily lift the freeze, again at no charge to
victims of identity theft, seniors, veterans, and persons who receive a
notice of sccurity breach, and to other consumers at a modest, capped fee.
e Ensuring that the security freeze provisions apply to all entities who may
éxamine a credit file in connection with new accounts, including accounts
for goods and services, sﬁch as cell phones, utilities, rental agreements,
and the like.
e Allowing consumers who choose to implement a freeze with all three
major national ;:onsumer reporting aéencies to be able to do so by
contacting one of them, rather than all three individually.

3. Allow the State Attorneys General to enforce the new federal security breach

notification and security freeze laws in state or federal court. -
We further call on Congress to ensure that State Attorneys General can enforce
any new federal security breach notification and security freeze laws. The FTC continues -

to do a commendable job in enforcing its current laws, including the FTC Act and the



Gramm-Leaéh-Bliley Act, against entities that have not employed sufficient protections
to safeguard consumers’ personal information. However, consumers would suffer if
Congress were to make the FTC the sole enforcer of new laws requiring security breach
notification and security freezes. Indeed, State Attorneys General are cmently mvolved
in investigating éeéurity breaches and enforcing available state standards relating to use
of adequate procedures and processes to protect coﬁsumers’ personal information.
Congress should ensure that State Attorneys General continue to play their important role
- in protecting consumers from practices that could lead to identity theft.

4, Do not preempt the power of states to enact and enforce state security breach
notification and security freeze laws.

We urge Cdngress to not preempt the states m these two izﬁportant consumer
protection areas, or indeed in other areas. Preemption interferes with state legislatures'
democratic role as laboratoﬂes of innovation. The states have been able to respond more
quickly to concerns about privacy and idenfity theft involving personal infoﬁnation, and
have enadte_d laws in these areas years before the federal government. Indeed, Congress
would not be considering the issues of security breach notification and security freeze if it
were not for earlier enactment qf laws in these areas by innovative states.

In the event that Congress determines that it will consider preelﬁption of the states
_iﬁ_these areas, we urge Congress at a minimum to narrowly'tailo;' preemption so that only
those states laws tﬁat are “inconsistent” with the federal laws would be preempted, and
then “.only to the extent of the inconsistency.” This is important because Congress may
enact a security breach notification law or a security freeze law that does not cover all
entities, and the stétes should be ﬁllowed to enact laws that cover those additional entities.

While we oppose preemption in general, it is particularly important that if Congress does



adopt some degree of preemption, that preemption be limited to the timing, manner, and

content of notices of security breach, and not interfere with other state laws addressing

the subject of, or consequences of, a security breach.

Thank you for considering our recommendations. We look forward to working

with you on this important legislation in the coming weeks and months.

Sincerely,

David W. Marquez
Attorney General of Alaska

ol (28

Mike Beebe
Attorney General of Arkansas

John Suthers
Attorney General of Colorado

o

M. Jane Brady
“Attorney General of Delaware

Yudd, & Bonlien
Thurbert E. Baker
Attorney General of Georgia

~ Steplien H. Levins, Executive Director
Hawaii Ofc. Consumer Protection

J—
Terry Goddard
Attorney General of Arizona

Bill Lockyer
Attorney General of California

Richard Blumcnthal _
Attorney General of Connecticut

Robert J. Spaénzlettl

 Attorney General of District of Columbia

Mark J. Bennett
Attorney General of Hawaii

C::SfW.

Lawrence (3. Wasden

Attorney General of I_daho




Lisa Madigan 'g

Attorney General of [llinois

DSkl

Gregory D. Stumbo
Attormney General of Kentucky

G Steven Rowe
Attorney General of Maine

Y Y9 4 ?-\y

"Tom Reilly _
Attorney General of Massachusetis

z gl

Mike Hatch
Attorney General of anesota

g ay Nixon
Attorney General of Missouri

Attomey General of Nebraska

Keliy Ayotte M

Attorney General of New Hampshlre

Patricia A. Madrid
Attorney General of New Mexico
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Tom Miller
Attorney General of lowa

Charles Foti
Attorney General of Louisiana

J. Joseph Curran, Jr.
Attorney General of Maryland

W a 470
Mike Cox '
Attorney General of Michigan

Jim Hood
Attorney General of Mississippi

Mike McGrath
Attorney General of Montana

/

~ Brian Sandoval

Attorney General of Nevada

Peter C Harvey -
Attorney General of New Jersey

C4H+

Eliot Spitzer
Attorney General of New York -



Rﬁ)er

Attorney General of North Carolina

o fon

Pamela Brown
Attorney General of Northern
- Mariana Islands

W.A. Drew Edmondson '
Attorney General of Oklahoma

T b~

“Tom Corbett :
Attomey General of Pennsylvania

Patrick Lynch
Attorney General of Rhode Island

/W{)

Larry Long

Attorney General of South Dakota

Greg Abbot

Attorney General of Texas
William H. Sorrell

Attorney General of Vermont
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Wayne Stenehjem
Attorney General of North Dakota

Jim Petro
Attorney General of Ohio

Hardy Myers j

Attorney General of Oregon

Rober'to J. Sanchez-Ramos
Attorney General of Puerto Rico

Sorny St

Henry McMaster
Aitorney General of South Carolina

(L.

Paul G. Summers
Attorney General of Tennessee

Mark Shurtleff
Attorney General of Utah

s

Rob McKenna
Attorney General of Washington
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arrell V. McGraw, Jr. Peggy A. Lautenschlager
Attorney General of West Virginia Attorney General of Wisconsin

Patrick J. Crank
Attorney General of Wyoming

cc:  Chairman Shelby & Ranking Member Sarbanes
Senate Committee on Banking, Housing, and Urban Affairs

Chairman Stevens & Ranking Member Inouye
' Senate Committee on Commerce, Science, & Transportation

‘Chairman Specter & Ranking Member Leahy
Senate Committee on the Judiciary

" Chairman Barton & Ranking Member Dingell
House Committee on Energy & Commerce

Chairman Oxley & Ranking Member Frank
House Commitiee on Financial Services

Chairman Senscnbrenner & Ranking Member Conyers
House Commitiee on the Judiciary :

1. Ofthe states listed, Hawaii i 3150 reprasented by its Office of Consiirfier Protection, an agency which is not a part of the state
Attorney General’s Office, but which is statutorily authorized to represent the State of Hawaii in consurner protection actions. For the
sake of sitmplicity, the entire group will be referred to as the “Attorneys General,” and such desi gnation as it pertains to Hawaii, refers
to the Attorney General and Executive Director of the State of Hawaii Office of Consumer Protection.



